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Abstract: Digital transformation in healthcare facilities requires robust data security to protect Electronic Health
Records (EHR) against internal data tampering and unauthorized breaches. This paper presents RS MedChain,
a dual-layer architecture combining off-chain MySQL database management with permissioned blockchain
verification deployed on Hyperledger Besu using the QBFT consensus algorithm. Patient clinical attributes are
encrypted off-chain using AES-256-CBC with patient-derived secret keys, while 32-byte SHA-256 cryptographic
hashes are anchored onto the MedicalRecord.sol smart contract via JSON-RPC. Experimental evaluations
demonstrate a 98.65% reduction in EVM execution gas overhead (44,210 gas per record) compared to on-chain
text storage. The system achieves a peak throughput of 450 TPS with 1.02-second block finality, detecting 100%
of data tampering scenarios across a six-layer verification pipeline. RS MedChain proves scalable and fully
compliant with health privacy regulations.

Keywords: Electronic Health Records, Hyperledger Besu, Smart Contract, AES-256 Encryption, SHA-256 Hash,
OBFT Consensus.

INTRODUCTION

Digital transformation within the healthcare sector has fundamentally altered how
medical institutions manage patient electronic health records. The widespread adoption of
Electronic Health Record (EHR) systems has proven to enhance hospital operational
efficiency, accelerate clinical data access for medical practitioners, and streamline inter-
departmental healthcare coordination (Cerchione et al., 2022). However, heavy reliance on
traditional centralized relational database management systems, such as MySQL or
PostgreSQL, introduces critical vulnerability vectors regarding data security and patient
privacy (Nakamoto, 2008). Centralized databases inherently possess a single point of failure
and remain highly susceptible to internal data tampering by administrative users with elevated
privileges, external cyberattacks, and retrospective modification of historical patient diagnostic
logs that bypass standard database auditing mechanisms (Chelladurai & Pandian, 2022).

The challenge of maintaining medical data integrity is further exacerbated when
evaluating compliance with international health data privacy regulations, including HIPAA
(Health Insurance Portability and Accountability Act) and Indonesia's Personal Data Protection
Law (UU PDP). Unauthorized alterations or data breaches affecting diagnostic records, allergy
histories, prescription dosages, or surgical reports not only inflict severe financial and legal
liabilities on healthcare institutions but also pose life-threatening risks to patients due to clinical
decisions executed based on corrupted medical data (Psarra et al., 2024). Consequently,
healthcare IT infrastructure urgently requires a decentralized, immutable, and transparent
verification framework that guarantees zero tampered audit trails while maintaining absolute
confidentiality over sensitive patient attributes (Azaria et al., 2016).

Ethereum Virtual Machine (EVM)-compatible blockchain technology, specifically
enterprise permissioned ledgers such as Hyperledger Besu, provides an ideal paradigm to
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eliminate centralized data vulnerabilities (Rahmani et al., 2023). Operating with Istanbul
Byzantine Fault Tolerant (QBFT) consensus and fine-grained role-based access controls
(RBAC), Hyperledger Besu ensures deterministic block finality and fault tolerance across
hospital consortium nodes (Wood, 2014). Nevertheless, persisting raw EHR payloads directly
on-chain incurs prohibitively high execution gas costs, causes storage bloat across validator
nodes, and degrades transaction throughput (Garcia et al., 2022). This technical bottleneck
mandates a hybrid dual-layer architecture that bifurcates raw confidential data storage from on-
chain cryptographic proof generation.

Beyond storage scalability constraints, strict privacy regulations mandate that Personally
Identifiable Information (PII) must never be published to public or shared ledgers without
robust encryption (Munassar et al., 2022). The immutability of blockchain ledgers conflicts
directly with regulatory mandates such as the right to be forgotten. Storing raw or reversibly
encrypted medical text on-chain exposes sensitive diagnostic records permanently to all ledger
consensus participants (Ettaloui et al., 2024). Therefore, enterprise systems must execute robust
symmetric encryption at the off-chain application layer and anchor only irreversible,
anonymous cryptographic digests onto the smart contract execution state (Schneier, 2015).

Furthermore, integrating blockchain networks with legacy hospital information systems
(SIMRS) presents substantial communication complexity. Standard hospital web applications
built on PHP or Node.js encounter friction when executing direct asynchronous RPC
transactions without dedicated JSON-RPC middleware (Liang et al., 2017). Unhandled RPC
connection dropouts can result in pending transaction deadlocks, state synchronization failures,
and user interface latency. Designing automated middleware capable of handling payload
encryption, JSON-RPC payload formatting, and private key signature management is a
fundamental prerequisite for enterprise blockchain adoption in clinical environments (Diani,
2015; Zhang et al., 2022).

To resolve the trade-off between blockchain immutability and storage efficiency, this
paper introduces RS MedChain. The system implements a dual-layer architecture separating
off-chain AES-256-CBC encryption from on-chain SHA-256 cryptographic proof verification.
Clinical data attributes are encrypted off-chain using patient-derived secret keys, while 32-byte
SHA-256 hash digests are anchored onto the MedicalRecord.sol smart contract running on
Hyperledger Besu via JSON-RPC. The primary novelty lies in the implementation of a six-
layer integrity verification pipeline capable of detecting real-time record tampering without
compromising patient data confidentiality (Sugiyono, 2011).

THEORETICAL BASIS
Theoretical Framework

This section delineates the core conceptual pillars and mathematical formalisms
underpinning permissioned blockchain ledgers, symmetric encryption, cryptographic hash
functions, and EVM gas optimization. We formalize the off-chain patient key derivation
function (KDF) using SHA-256 over concatenated patient identifier ID_p and server secret S:

K p=SHA256(ID_p || " || §) (1)

Each raw electronic medical record d_i comprising diagnostic text, prescription lists, and
vital measurements is encrypted off-chain using AES-256-CBC with symmetric key K _p and
a 16-byte cryptographically random Initialization Vector IV _i:

c i=AES256 CBC Encrypt(d_i, K p, IV i) (2)

To establish immutable integrity proofs on-chain without exposing plaintext d i or
ciphertext ¢ i, the application layer computes a 256-bit (32-byte) cryptographic digest H(d 1)
using the collision-resistant SHA-256 hash function:

H(d_i) =SHA256(d_i) €{0, 1}"{256} (3)
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The smart contract MedicalRecord.sol persists H(d i) within EVM state storage. The
storage gas cost G_sstore for storing payload data of length L bytes in EVM word slots (32
bytes per word) is modeled by:

G _{sstore}(L) = G_{base} + [L/32 [ x G_{word} (4)

where G_base = 21,000 gas denotes base transaction cost and G_word = 20,000 gas
denotes SSTORE word allocation cost. For raw text storage (L = 2048 bytes), G_sstore(2048)
= 1,301,000 gas. In contrast, RS MedChain anchors only L = 32 bytes (1 word slot), yielding
fixed gas consumption:

G _{MedChain} = G_{base} + 1 x G_{word} + G_{event} = 44,210 gas (5)

The percentage efficiency improvement 1_gas achieved by RS MedChain relative to full

text on-chain storage is calculated by:
n_{gas} = (1-G_{MedChain}/ G_{sstore}(L) ) x 100% = 98.65% (6)

Hyperledger Besu employs the QBFT (Quorum Byzantine Fault Tolerance) consensus
mechanism operating over N validator nodes with maximum fault tolerance f = |(N-1)/3|. For
N = 4 validator nodes, f= 1 fault is tolerated. Deterministic block finality latency T finality is
bounded by:

T {finality} =T {proposal} + T {prepare}+ T {commit} < 1.02 seconds (7)

The six-layer verification pipeline evaluates data integrity by extracting off-chain record
c_i, decrypting to d_i', recomputing H(d i'), and querying on-chain recordHash via eth_call.
The verification match function V(d_i') evaluates:

Vd_i') = 1 (VALID) if H(d_i') == recordHash, else 0 (TAMPERED) (8)

Tamper detection accuracy A _tamper over K simulated attack scenarios is defined by:

A_{tamper} = (> «(V(d_k') == Expected k)/K) % 100% =100% (9)

Role-Based Access Control (RBAC) principles are enforced directly within smart
contract state modifications using custom Solidity modifiers onlyOwner and onlyDoctor,
preventing unauthorized accounts from triggering block generation.

METHOD

The research methodology follows a structured system engineering workflow comprising
requirements analysis, S5-tier architecture design, off-chain and on-chain component
engineering, JSON-RPC integration, and rigorous performance benchmarking. Figure 1
illustrates the 5-tier system topology of RS MedChain.

1. Presentation Tier 2. Application Tier 3. Off-Chain Storage 4. Consensus Ledger
= Boaolstrap 5 Web Ul 7 » AES Encryption Engine 7 = MySOL 8.0 Engine T » Hyperledger Besu
« EHR Entry Farm + KDF Key Derivation * Encrypted Records + QBFT Consensus
= Statistical Charts * SHA-258 Module + Dactor Repasitaries = 4 Validator Nodes
= Hash Verifier Module = |SON-RPC Gateway = Audit Incident Log + MedicalRecord.sol

\ 4 \ 4 \ 4 \

Figure 1. Five-Tier Architecture Topology of RS MedChain
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Table 1. Five-Tier Architectural Components of RS MedChain

Architecture Tier Technology Stack Functional Role &
Specifications
1. Presentation Tier PHP 8.2, Bootstrap 5, Interactive web interface for
Chart.js medical entry, diagnostic

forms, pharmacy services,
and hash verifier.

2. Application Tier Native PHP, OpenSSL Execution of AES-256-CBC

Engine encryption, KDF key
derivation, and SHA-256
hash generation.

3. Off-Chain Storage MySQL 8.0 Engine Encrypted storage of patient
clinical records, doctor
repositories, and local audit
incident logs.

4. RPC Middleware JSON-RPC cURL Gateway Manages HTTP POST RPC
calls to local Besu validator
node (http://127.0.0.1:8545)
for smart contract invocation.

5. Consensus Ledger Hyperledger Besu 24.1 Executes MedicalRecord.sol

(QBFT) smart contract, enforces 4-
node validator consensus,
and emits audit logs.

Smart contract development was conducted using Solidity v0.8.20. The
MedicalRecord.sol contract incorporates the core lockRecord() function accepting 6 input
parameters: record ID (uint256), patient ID (uint256), doctor ID (uint256), SHA-256 record
hash (bytes32 recordHash), previous transaction hash (bytes32 prevHash), and timestamp
(uint256 timestamp). RBAC modifiers restrict state mutability, guaranteeing that only
authenticated medical personnel can trigger block generation.

The integrity verification process is operationalized through a Six-Layer Integrity
Verification Pipeline (Figure 2). The pipeline executes sequential verification: (1) Ciphertext
extraction from MySQL, (2) AES-256-CBC decryption producing d', (3) Off-chain SHA-256
recomputation yielding H(d"), (4) Read-only RPC eth_call querying on-chain recordHash, (5)
Hash equality evaluation, and (6) Event log audit validation.

L1. MySQL Extract L2. AES Decrypt L3. SHA Compute L4. Besu Query LS. Hash Check L6. Event Audit

Fetch Off-Chain Decrypt via ¥ _p Recompute Hash eth_call getRecord(} Compare Hid') ferify Log
Clphertext & IV -= Plaintext d Hid'} Oft-Chain -= On-Chaln Hash ws recardHash MeadicalRecordLocked

J J L

Figure 2. Six-Layer Data Integrity Verification Pipeline of RS MedChain

Testing datasets were generated using 1,000 synthetic patient EHR records formatted in
structured JSON schemas. The synthetic records incorporate patient demographics, diagnostic
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descriptions, prescription lists, and vital signs, mirroring operational hospital workloads
without compromising real patient privacy.

RESULTS AND DISCUSSION

System evaluation was executed on a local testbed peladen powered by an Apple M4
processor with 16GB unified memory. Hyperledger Besu was configured with 4 independent
validator nodes operating in a virtual private network under Chain ID 1337. Benchmarks
evaluated smart contract gas overhead, throughput (TPS), block finality latency, and tamper
detection accuracy. Figure 3 shows the authentication and role selection interface.
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Figure 4. Patient Registration and Off-Chain Identity Management Interface
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Gas consumption benchmarks confirmed massive efficiency gains achieved by the dual-
layer architecture. Anchoring a 32-byte SHA-256 hash digest onto MedicalRecord.sol
consumed exactly 44,210 gas per transaction. This represents a 98.65% reduction in gas
overhead compared to on-chain raw text storage (3,285,400 gas for a 2 KB payload). Figure 5
displays the clinical EHR entry interface utilized by attending physicians.
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Figure 5. Physician EHR Entry and Clinical Records Form Interface
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Figure 6. Pharmacy Service and Encrypted Prescription Records Interface
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Table 2. Comparative EVM Gas Consumption Benchmark

Storage Data Payload Size EVM Gas Efficiency
Architecture Overhead Improvement
Paradigm (SSTORE)
On-Chain Raw Text 2.0 KB Plaintext 3,285,400 Gas 0.00% (Baseline)
String String
On-Chain Encrypted 2.5 KB Ciphertext 4,102,150 Gas -24.86% (Inefficient)
String String
RS MedChain Dual- 32-Byte SHA-256 44,210 Gas 98.65% (Optimized)
Layer Digest

Throughput stress tests demonstrated that the QBFT Hyperledger Besu network handled
peak workloads of 450 transactions per second (TPS) without mempool congestion. Average
block finality latency was sustained at 1.02 seconds, delivering near-instant settlement suitable
for emergency hospital workflows. Figure 7 shows the integrity verification interface
displaying a valid record confirmation.
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Figure 7. Record Integrity Verification Interface Displaying Valid Status

Tamper detection evaluation across 100 simulated attack scenarios yielded 100%
detection accuracy. Any single-character modification in MySQL tables caused immediate
SHA-256 hash mismatches during Layer 5 evaluation, triggering real-time tampering alerts as
depicted in Figure 8.
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RESER

Figure 8. Real-Time Tamper Detection Interface Displaying Alert Status

Table 3. Six-Layer Pipeline Integrity Verification Performance Under Attacks

Tampering Attack Test Cases Detected by L1-LL6 Detection Accuracy
Vector Executed Pipeline
Diagnostic Text 25 Scenarios 25 Detected 100% Accuracy
Alteration (1 Char)
Medication Dosage / 25 Scenarios 25 Detected 100% Accuracy
Recipe Alteration
Doctor ID / 25 Scenarios 25 Detected 100% Accuracy
Timestamp Forgery
Off-Chain MySQL 25 Scenarios 25 Detected 100% Accuracy

Row Deletion

Table 4. Comprehensive Architectural Comparison Across Key Metrics
Evaluation Centralized Public Blockchain RS MedChain
Parameter RDBMS (Besu)

Audit Trail Low (Mutable DB)  Very High Very High (QBFT
Immutability Ledger)

Data Privacy (PIl  High (DB Very Low (Public) Guaranteed (Oft-
Protection) Dependent) Chain AES)
Transaction >1000 TPS 15-30 TPS 450 TPS
Throughput (Benchmarked)

Block Finality Instant (<50ms) 12-15 Seconds 1.02 Seconds
Latency (Deterministic)
Gas Cost Overhead N/A (Free) Extremely 98.65% Savings
Expensive (Off-Chain Hash)
CONCLUSION

This paper presented RS MedChain, a permissioned blockchain framework for EHR
integrity verification utilizing Hyperledger Besu and off-chain AES-256-CBC encryption. The
dual-layer design successfully resolves the conflict between data immutability and storage
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scalability. Anchoring 32-byte SHA-256 hash digests on MedicalRecord.sol reduced smart
contract gas consumption by 98.65% while sustaining 450 TPS throughput and 1.02-second
block finality. The six-layer verification pipeline demonstrated 100% tamper detection
accuracy across all test scenarios. Future research will expand the framework to federated
multi-hospital consortium networks across distributed geographic regions.
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